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The cyber risk landscape has expanded rapidly in 2020, dramatically
increasing exposure for individuals and SMEs. Hear from CyberScout as they
share how they’re partnering with insurers to respond with cyber insurance
programs designed to minimise today’s digital risk while honoring their core
mission and values.
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Cyber Incident Trends

° Complexity

More complicated
schemes are easier
to fall victim to,
more challenging
to resolve

. Frequency

Severity
Hackers and scams
affecting multiple
systems or sites

Numbers of
incidents across
landscape on the
rise
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Cyber Trends

Insurance Market Trends

Industry goes remote

Responding with care (discounts, rebates,
broader coverages)

Policyholders’ home and work
environments comingling

Increased demand and urgency for personal
and SME cyber programs

CyberScout Case Trends

mew case types exploiting fears:
¢ Fake websites and domains related to
CoviID-19

* Government fraud — mortgage,
unemployment, tax, etc.

¢ Financial, retirement
e Health, supplies
e Scams, scareware, phishing

e Ransomware targeting people and
organisations as they seek to exploit
urgency during pandemic

-
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COVID Scam Examples

5 GOV.UK

14:43 oo

< COoVID

Sunday, 22 March 2020

URGENT: UKGOV has issued

a payment of 458 GBP to all
residents as part of its promise to
battle COVID 19. TAP here https:
//uk-covid-19.webredirect.org/ to

apply

=l 73% @

Delete

16:27

Tell us what you think of GOV.UK

Take a short survey to give us your feadbacl

Enter Your Post Code To

Apply for COVID-19 Relieve

NHS COVID-19 Relieve system,

Enterapostcode

For example SW1A 244

Whatyou need to know

+ Relieve coverage so far

19 this page Useful? Yos No

Related content
Council Tax
Chegk your Coundt Taeband

Explore the tapic
Councl Tax




QCYBER

Scottsdale
Montreal
Galway
London
Taipei

Kuala Lumpur
Sydney

cyberscout.com

COVID Scam Examples

B 0 ™ V= Coronavirus: Informazioni importanti su precauzioni - Message (Plain Text) 7?7 ® - 0O

MESSAGE
— Tue 3/3/2020 12:38 PM

A4 Dr. Penelope Marchetti <& X3¢ @ORR0 XoASpL AN >
| I Coronavirus: Informazioni importanti su precauzioni

To XX A

Message  [w):|f16744643424.doc

Gentile Signore/Signora,

A causa del fatto che nella Sua zona sono documentati casi di infezione dal coronavirus,
I'Organizzazione Mondiale della Sanita ha preparato un documento che comprende tutte le precauzioni
necessarie contro l'infezione dal coronavirus. Le consigliamo vivamente di leggere il documento allegato
a questo messaggio!

Distinti saluti,
Dr. Penelope Marchetti (Organizzazione Mondiale della Sanita - Italia)

@ see more about Dr. Penelope Marchetti.

Figure 3: Email containing malicious macro targeting Italian users[2]cf
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g Cyber Programme 1:
Qeveer Comprehensive Multi-line Response

Embedded personal cyber insurance &
service package into their High Net Worth
Personal portfolio

«Added as a component of key product
update

All future HNW policies will include cyber
cover

.Launching COVID-19 Cyber Risk helpline
for SME customers

*Helpline is free to access and provided
to entire customer base for 3 months




Cyber Programme 2:
Immediate Universal Product Enhancement

QCYBER

*Embedded personal cyber insurance
across entire household portfolio

Embedded commercial cyber across
entire SME account

*Now have in excess of 1.5m cyber
policies in force

«Launched embedded product as a
customer benefit (not at renewal)

All customers got immediate access to
expert cyber support on the same day to
provide added benefit from COVID-19




Cyber Programme 3: Cyber Pool Approach

QCYBER

eLaunched programme where small mutuals and
cooperatives have clubbed together to develop
product

*Reinsurer-backed cyber pool programme brings
buying power

Single product brand used across all customers
(no confusion)

sLow-limit, low-premium endorsement is
embedded in vast majority of cases

Common expert cyber services and cyber claims
support reinforces these insurance programs for all
cedents
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Supporting Your Mission

Cyber Insurance

. Commitment
Education of care to

members

High quality
products &

Mutual
Promise

services

Tools Shared
benefits for all

Proactive

guidance

Keeping up
with risk and
product
trends

Expert
remediation &
claims support
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The Four Rs

kgl oo

RETENTION REVENUE
\

RELEVANCE RISK REDUCTION
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Why Cyber Now?

@@Lt

Brand perception Regulators in favor Balance the books Fill the. cyber
of added value protection gap

Crisis response Immediately Widely applicable
actionable
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Roundtable Discussion

QCYBER



CyberScout Global Markets
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